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Abstract of the contribution: Add a new requirement to support small data transmissions to/from an SCS outside the operator’s domain and proposes a solution for this new requirement using the Tsp I/F.
Introduction

The following tdocs proposes to add a new requirement to the Small Data Transmissions Key Issues to support SCS’s inside and outside the operator’s domain, and proposes a solution for this new requirement using the Tsp I/F. 
Key Issue

There is an SA1 architectural requirement to support MTC Servers (i.e. SCS’s in SA2 nomenclature) which are outside the operator’s domain so there is a need for a publicly accessible I/F (outside the NAT and firewall) for the SCS to send and receive small data transmissions. For example, the Tsp I/F is defined as that publicly accessible I/F for Triggering. 

Tsp Proposal
It is proposed that the Tsp I/F also be used as the publicly accessible I/F for small data transmissions.  In TR 23.887, the T5 based solutions (e.g. Standalone Small Data Service with T5/Tsp and generic NAS transport solutions) have already identified the Tsp I/F as the publicly accessible I/F. However, many of the other solutions have not defined a public I/F.  This tdoc proposes to use the Tsp I/F for use by user plane based solutions (e.g. 5.1.1.3 Use of pre-established NAS security , 5.1.1.3.4 Stateless Gateway small data, 5.1.1.3.6  Small Data Fast Path / Connectionless, 5.1.1.3.7 SR signalling reduction by RRC message combining). The 1st choice for a public I/F for user plane solutions would have been the Gi/SGi I/F but this is not directly accessible by the SCS due to the NATs and Firewalls between which would block MT traffic thus this tdoc proposes to use the Tsp I/F. 
Advantages of using the Tsp I/F for Small Data Transmissions
· Tsp is an existing interface with already defined security, charging, and subscription aspects 
· Tsp already supports the use of many UE identifiers (e.g. IMSI, MSISDN, and external ID) 

· Tsp can support both user plane, T4, and control plane Small Transmission solutions

· Having more than one transport mechanism available to deliver small data transmissions (or triggers) will allow the MTC-IWF further optimizations. The MTC-IWF can now choose based on operators preferences, connection status, UE capabilities, and possibly congestion information which transport mechanism is the most efficient. 
How to get the UE’s IP address information to MTC-IWF:
For user plane based small data solutions, the main complexity for using the Tsp is that the solution requires a mechanism for the MTC-IWF to obtain the UE’s IP address.  This tdoc proposes two methods: 
· UE update a DNS server, and
· HSS Stores UE Reachability Information
But many variants are possible and could be added at future meetings.

Proposed text for TR 23.887:

>>>>>>>>>>>>>>>>>>>>>>>START FIRST CHANGE <<<<<<<<<<<<<<<<<<<<<<<<<

5.1.1
Key Issue - Efficient Small Data Transmission
5.1.1.1
Description

Many MTC applications send or receive small amounts of data. This characteristic of MTC application may lead to inefficient use of resources in the 3GPP system. This key Issue identifies the solutions to transmit and receive small amount of data efficiently through 3GPP system. The exact amount that is considered to be small may differ per individual system improvement proposal. It is the amount of data where a specific system improvement proposal still provides its benefits.

For small data transmission it is assumed that data transfer can happen any time when needed by the application. Before the transmission of the small data, the MTC device may be attached to or detached from the network.

5.1.1.2
Architectural Requirements

The following functionalities are required for Small Data Transmission:
-
The system shall support transmissions of small amounts of data efficiently with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
The system shall support small data transmissions to/from an SCS’s located either inside or outside the operator’s domain.
>>>>>>>>>>>>>>>>>>>>>>>>>END FIRST CHANGE <<<<<<<<<<<<<<<<<<<<<<<<<

>>>>>>>>>>>>>>>>>>>>>>>START SECOND CHANGE <<<<<<<<<<<<<<<<<<<<<<<<<

5.1.1.3.x
Solution: Small Data Transmissions over the user plane via the Tsp I/F
5.1.1.3.x.1
Problem Solved 

See clause 5.1.1 "Key Issue – Efficient Small Data Transmission" 

The system shall support small data transmissions to/from an SCS’s outside the operator’s domain.

5.1.1.3.x.2
General

This solution proposes to use the Tsp I/F as a public I/F for use by SCS’s located outside the operator’s domain (beyond the operators firewall and NATs). More specifically this solution can be used in conjunction with a user plane based solution such as those defined within clause 5.1.1 (e.g. 5.1.1.3 Use of pre-established NAS security, 5.1.1.3.4 Stateless Gateway small data, 5.1.1.3.6  Small Data Fast Path / Connectionless, 5.1.1.3.7 SR signalling reduction by RRC message combining).

The following figure shows the message flow to support MT small data transmission over the user plane via the Tsp I/F:
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1. The MTC-IWF receives a Small Data Request from a SCS including e.g. the Message payload, XID, IMSI, MSISDN, and/or the port #. Based on operator preferences, the PDN connection status, UE capabilities, and congestion (other factors are FFS), the MTC-IWF decides to deliver the small data via the user plane (i.e. versus other delivery options such as T4 or T5). 

2. The MTC-IWF determines the UE’s IP address (this mechanism is further defined in section 5.1.1.3.x.6). 

3.
The MTC-IWF then creates the message (e.g. a UDP packet).The MTC-IWF delivers the message to the UE over the user plane using an existing PDN connection (e.g. the default PDN).

4.
The UE receives the small data message and sends an ACK to the MTC-IWF using an existing PDN connection.

5.
The MTC-IWF sends the Small Data Delivery Report to the SCS with a cause value indicating whether the delivery succeeded or failed and the reason for the failure. The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.
For MO (mobile originated) small data transmissions, the MTC-IWF or Tsp I/Fdoes not really need to be involved because the NAT and Firewall will allow the MO small data message and the corresponding ACK through. However, charging, subscription, and security aspects for MO small data transmission would then not be supported unless the small data transmission traverses the MTC-IWF function. The following figure shows the message flow to support MO small data transmission over the user plane via the Tsp I/F:
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1. The MTC-IWF receives a MO Small Data Call-Back Request from a SCS including e.g. the SCS’s IP address/port# to send the Small Data Msg Report to and the ID (e.g. XID, IMSI, MSISDN, and/or the port #) of the UE, the SCS wishes to receive MO messages from. The MTC-IWF ensures the SCS is authorized to receive MO msgs from this UE. 
2. The UE determines the MTC-IWF IP address via standard DNS procedures (msg sequence not show). The UE delivers the small data message to the MTC-IWF over the user plane using an existing PDN connection (e.g. the default PDN). 
3.
The MTC-IWF receives the small data message and sends an ACK to the UE using an existing PDN connection.

4.
The MTC-IWF delivers the Small Data Msg Report containing e.g the payload of the small data transmission to the SCS. The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.

5.1.1.3.x.3
Lawful interception
Lawful interception is supported by this solution. Possibly the MTC-IWF and SGSN/MME can provide related functionality for lawful interception.
5.1.1.3.x.4
Charging

Charging can be provided on a per message request basis. MTC-IWF can generate CDRs taking into account successful and unsuccessful message requests. 

5.1.1.3.x.5
End-to-End Security
It needs to be assured that the messages are initiated and generated only by trusted SCS’s that have been authenticated and validated by the network. Mutual authentication needs to be provided between SCS and MTC-IWF over Tsp. Integrity protection, replay protection, confidentiality protection and privacy protection is supported for communication between the MTC-IWF and SCS, and MTC-IWF and PGW/GGSN. 
5.1.1.3.x.6
Solutions for MTC-IWF to obtain UE’s IP Address

5.1.1.3.x.6.1
Description 

Step 2 of the message flow in clause 5.1.1.3.x.2, the MTC-IWF acquires the UE’s IP address. This clause outlines possible solutions for how the MTC-IWF can obtain the UE’s IP address.

5.1.1.3.x.6.2
Solution A: UE Updates a DNS Server

5.1.1.3.x.6.2.1
General

The following figure shows the message flow to support a solution where the UE updates a DNS server with its IP address. The UE updates the DNS Server using an existing PDN connection (e.g. the default PDN connection). The MTC-IWF the queries the DNS server for the e.g. UE’s destination IP address.
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1.
Upon completion of the PDN activation, the UE updates the DNS server with the e.g. External ID (XID), and IP address over the user plane.

2.
The MTC-IWF receives a message delivery request from a SCS. The MTC-IWF may have to convert the SCS’s supplied UE’s address (e.g. MSISDN or IMSI) into the XID via a request to the HLR.
3.
Using the e.g XID, the MTC-IWF requests the UE’s IP address from the DNS server. 

4.
DNS Server responds with e.g. UE’s IP address 

With the use of IPv6 privacy extensions, it is possible for the UE to change it IPv6 address. For MTC Devices which intended to receive MT small transmissions, the frequency at which the UE changes its IPv6 address should be limited to avoid unnecessary DNS updates. 

To minimize the number of PDN connections, it is recommended that the default PDN connection be used to deliver small data transmission. For the case where a MTC device has multiple PDN connections, the MTC Device updates the DNS server with the PDN Address of the PDN connection it wishes to receive MT small data transmissions on.
Having the UE update a DNS server (versus e.g. the MTC-IWF directly) support architectures with multiple MTC-IWF and removes the need for the MTC-IWF to be stateful.
5.1.1.3.x.6.2.2
Impacts on existing nodes and functionality

UE
-
DNS Updates 
-
Receives small message and sends ack

MTC-IWF
-
I/F to the SGi/Gi.

-
Request UE’s IP address from DNS 

-
Create and forwards the small data over the user plane 

-
Security and charging aspects (similar to triggering via Tsp)
5.1.1.3.x.6.2.3
Solution evaluation

Editor's Note:
FFS.

5.1.1.3.x.6.3
Solution B: HSS Stores UE Reachability Information 
5.1.1.3.x.6.3.1
General

The following figure shows the message flow to support a solution where the UE’s reachability is sent from the MME/SGSN to the HSS where it is retrieved by the MTC-IWF via a Subscriber Information Request (SIR) request. 
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1.
The MME/SGSN notifies the HSS/HLR with the UE’s IP address over the Gr/S6a I/F.
NOTE 1:
If an interface between the PGW and the HSS/AAA is defined in the future, the UE’s IP address can be notified directly without passing through the MME.

2.
The MTC-IWF receives a message delivery request from a SCS.
3.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS/HLR to determine the UE’s reachability information (e.g. IP address) and the other security aspects already defined in TS 23.682 (e.g. if SCS is authorized to send a small transmission to the UE). 

4.
The HSS/HLR sends the Subscriber Information Response with the UE’s reachability information (e.g. IP address) and other information (e.g. routing information, subscription information). 
With the use of IPv6 privacy extensions, it is possible for the UE to change it IPv6 address. For MTC Devices which intended to receive MT small data transmissions, this IP address must be known to the MME/SGSN. Many solutions are possible: 

· assumed that the UE relies on DHCPv6 for stateful address allocation

· UE uses the interface identifier assigned by the GGSN/P-GW to construct its IPv6 address. (for more information see clause 6.49 of TR 23.888) 

· standardize the interface identifier portion of the IPv6 address for use with small data transmissions

To minimize the number of PDN connections, it is recommended that the default PDN connection be used to deliver small data transmission. For the cases where a MTC device has multiple PDN/PDP connections, the MME/SGSN will register all PDP/PDN addresses with the HLR/HSS and based on operator policies, the HLR/HSS will chose which of the PDN connections to use to send the MT small data transmissions.
Having the HSS/HLR hold the UE reachability information support architectures with multiple MTC-IWF and removes the need for the MTC-IWF to be stateful.
5.1.1.3.x.6.3.2
Impacts on existing nodes and functionality

PGW/GGSN

-
for IP address assignment via DHCP, the PGW/GGSN needs to notify the SGSN/MME of the assigned IP address outside of the Attach procedure (e.g. via the Bearer Modification procedure).

SGSN/MME

-
notifies the HSS of the UE’s IP address (e.g. new parameter in the Notify Request message).
HLR/HSS

-
provide UE reachability information in SIR 
MTC-IWF
-
I/F to the SGi/Gi.

-
Create and forward the small data transmission over the user plane 
-
Security and charging aspects (similar to triggering via Tsp)

UE
-
Receives small message and sends ack

5.1.1.3.x.6.3.3
Solution evaluation

Editor's Note:
FFS.

5.1.1.3.x.7
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
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4. Small Data Msg Report 







3. Small Data ACK over user plane 
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3 SIR Query (IMSI, MSISDN, or XID)







2. MT Small Transmission Request (port#)
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5. Small Data Delivery Report 







4. Small Data ACK over user plane 







3. Small Data delivered over user plane







2. MTC-IWF determines UE’s IP address 
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